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Staying Out of the Destruction Zone or Staying Safe from Others:
• Put everything behind password protected walls, where only friends can see
• Protect your password and make sure you really know who someone is before you allow them onto your friends list

• Blur or morph your photos a bit so they won't be abused by cyberbullies or predators

• Check what your friends are posting/saying about you. Even if you are careful, they may not be and may be putting you at risk.

• That cute 14-year old boy may not be cute, may not be 14 and may not be a boy! You never know! 


Wearing Your Hard Hats or Maintaining Your Integrity:
•Don't post anything your parents, principal or a predator couldn't see
• What you post online stays online - forever!!!! So thinkb4uClick!
• Don't so or say anything online you wouldn't say offline
• Protect your privacy and your friends' privacy too...get their okay before posting something about them or their pic online
• Unless you’re prepared to attach your MySpace to your college/job/internship/scholarship or sports team application…don’t post it publicly! (Wiredsafety.org)
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-Pop-ups: use a pop-up blocker
-Isolated computers: use computer in high traffic, well-lit areas
-Peer-to-peer or chat-based programs: Because copyright violations abound, most peer-to-peer file sharing is illegal, especially when computer users trade files with people they don’t know.  Also, many common viruses and vulgar materials are spread through peer-to-peer file sharing. Deceptive individuals rename pornography and viruses with the names of popular songs, artists, and movies in an attempt to lure unsuspecting users to their material. (lds.org)
-Spam e-mail: don’t open spam e-mail
-Chat rooms: “Entering a strange and risky chat room on the Internet could lead you into the center of a raging storm.” (President Dieter F. Uchtdorf, May 2008 Ensign).  If there’s a chat room that appears harmless and beneficial, still be wary as you participate.
-Flattering potential “friends”: Don’t “talk” to strangers; make sure your friends online are people you know in real life
-Boredom: limit time spent on the Internet and notice where you’re online.  Sometimes, websites can take us down a slippery slope from something innocent to something dangerous through a progression of clicks.

“We must not feed ourselves a diet of trash. We become what we think; we think about things we hear and read and see” —Elder H. Burke Peterson, Emeritus Member of the Seventy
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